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Abstract. We present an algorithm that allows two users to establish a symmet-
ric cryptographic key by incorporating the most important features of the wire-
less channel in vehicle-to-vehicle (V2V) communication. Non-reciprocity com-
pensation is combined with turbo codes (TCs) for error reconciliation purposes. 
For fair comparisons, the indexing technique is applied in conjunction with the 
non-reciprocity compensation technique. A series of simulations are run to cal-
culate key performance indicators (KPIs). High entropy values are obtained 
throughout all rounds of simulation during the key extraction process. Further-
more, simulation results indicate a significant improvement in bit mismatch rate 
(BMR) and key generation rate (KGR) when TCs are used. Increasing the num-
ber of iterations in the TC can significantly improve the Bit Error Rate (BER), 
thus generating more symmetric keys. The key generation rate was reported 
high ranging from 17 to 19 for the 256-bit symmetric keys per minute with 
TCs, while it is ranging from 2 to 5 when compared with a sample indexing 
technique published in the public domain. Finally, simulations proved also im-
provements for different key lengths as part of the error reconciliation process 
when TCs are used with an almost regular permutation (ARP) instead of a ran-
dom permutation. 
Keywords: Almost regular permutation, Bit mismatch rate, Entropy, Error rec-
onciliation, Key generation, quantization, Scatterers’ mobility, Thresholding, 
Turbo codes, VANET. 
1 Introduction 
Traditional wireless communications are vulnerable to man-in-the-middle attacks 
where certain aspects of confidentiality, integrity, and availability are violated. Con-
ventional cryptographic solutions based predominantly on-stream ciphers generate 
shared secrets using pre-computational techniques or public key cryptography [1]. 
Public key cryptography, in particular, has proved to increase computational com-
plexity during secret key generation, especially for low-end energy efficient devices 
[2]. Channel-based key extraction approaches try to exploit the physical properties of 
wireless channels such as reciprocity and temporal/spatial variability in an attempt to 
provide the necessary randomness for the symmetric key creation [3], [4]. 
Vehicular ad hoc network (VANET) based applications are expected to address 
challenges that current transportation systems are facing, since they can provide solu-
tions for a safer, more efficient and sustainable future intelligent transportation sys-
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tems (ITS). In a typical VANET environment where access to infrastructure is given 
(see Fig.1), the wireless links between nodes and co-existent adversaries experience 
uncorrelated channel attributes. Nodes are also distributed and self-organized with the 
majority of wireless communication carried out by on-board units (OBU) integrated 
with additional services and processes running [5]. Therefore, these channels in ve-
hicular networks can offer some level of confidentiality during the key generation 
process between parties, which reduce the computational complexity and relax certain 
barriers related to key management requirements.  
 
 
Fig. 1. Vehicular Networking Architecture. 
In this paper, all the essential vehicle-to-vehicle (V2V) communication characteris-
tics are incorporated in the key generation process such as three-dimensional (3D) 
multipath propagation and surrounding scatterers’ mobility (i.e. other vehicles). We 
employ the comprehensive parametric stochastic V2V channel model presented in [6] 
to synthetically generate the receiver’s channel response (Bob’s channel), from which 
the transmitter’s response (Alice’s channel) arises after applying the non-reciprocity 
compensation technique presented in [7]. After the necessary thresholding used to 
allocate bits according to designated signal levels, we utilize turbo coding (TC) tech-
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niques for information reconciliation. We focus on several parameters that affect the 
performance of TCs such as number of decoding iterations, generator polynomials, 
constraint lengths of the component encoders and the interleaver type. For fair com-
parisons, the indexing technique [8] was applied in conjunction with the non-
reciprocity compensation technique in [7]. Simulations are run, and performance 
analysis is carried out. The key generation rate (KGR) and bit mismatch rate (BMR) 
are computed in both scenarios. 
This paper is organized as follows. Section 2 presents an overview of the most im-
portant error correction codes that can be potentially used in the information reconcil-
iation stage. Then, the authors present their algorithm and the adopted V2V channel 
model in section 3. Furthermore, section 4 deals with information reconciliation using 
TCs in VANET, while section 5 focuses on the importance of privacy amplification. 
A Graphical User Interface (GUI) was designed to run the developed algorithm. Thus, 
simulations are run, and performance analysis is carried out in section 6. Several key 
performance indicators (KPIs) are employed. Finally, section 7 draws some conclu-
sions. 
2 Error reconciliation 
Error reconciliation is the next step in the secret key generation process to correct 
miss-matched information due to imperfect reciprocity and random noise in the chan-
nel. The bit mismatch rate is defined as the number of bits that do not match between 
two devices divided by the total number of bits extracted prior to error reconciliation 
and privacy amplification. Several error reconciliation algorithms have been intro-
duced with different tradeoffs between communication and computational complexi-
ty, throughput error correction capabilities (e.g. Cascade [9] and Winnow [10]). 
Gallager’s Low Density Parity Check (LDPC) codes have recently been shown to 
increase the rate of error reconciliation with computational overhead added as part of 
their operation. LDPC can be more efficient than Cascade as they can become rate 
adaptive leading to more efficient interactive reconciliation protocols [11], [12].  
The invention of turbo codes (TCs) [13] was a revival for the channel coding re-
search community. Historical turbo codes, also sometimes called Parallel Concatenat-
ed Convolutional Codes (PCCCs), are based on a parallel concatenation of two Re-
cursive Systematic Convolutional (RSC) codes separated by an interleaver. They are 
called “turbo” in reference to the analogy of their decoding principle with the turbo 
principle of a turbo compressed engine, which reuses the exhaust gas in order to im-
prove efficiency. The turbo decoding principle calls for an iterative algorithm involv-
ing two component decoders exchanging information in order to improve the error 
correction performance with the decoding iterations. This iterative decoding principle 
was soon applied to other concatenations of codes separated by interleavers, such as 
Serial Concatenated Convolutional Codes (SCCCs) [14], [15], sometimes called serial 
turbo codes, or concatenation of block codes, also named block turbo codes [16], [17]. 
The near-capacity performance of turbo codes and their suitability for practical im-
plementation explain their adoption in various communication standards. In [18] the 
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authors proposed utilizing Turbo codes for reconciliation purposes. Further investiga-
tion in [19] show that TCs are good candidates for reconciliation. The efficacy of TCs 
with regards to their error correction capabilities in various wireless communication 
standards is also recorded in [20]. Further work in [21] demonstrates the improved 
performance of TCs over Reed Solomon and CCs which are the de-facto error correc-
tion codes used in 802.11p vehicular networks. However, this work does not compre-
hensively incorporate physical propagation characteristics such as 3D scattering and 
scatterers’ mobility which is addressed in this work. 
3 Detailed architectural design 
Fig. 2 presents the algorithm’s strawman. Starting from the first step, synthetic data 
are generated for the purpose of demonstration by employing the Monte Carlo simula-
tion method [22], [23]. The input parameters of the algorithm are provided by the 
inherent physical attributes of the dynamic V2V propagation channel. Indeed, the 
comprehensive parametric stochastic V2V channel model presented in [6] is adopted. 
The vehicles are in motion and all are generally equipped with both Tx and Rx.  
 
Fig. 2. Detailed Architectural Design. 
Based on that channel model, the receiver’s samples (Bob’s channel estimates) are 
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generated. From the received data, the transmitted data (Alice’s channel estimates) are 
modeled by considering the non-reciprocity compensation technique presented in [7]. 
At this phase, a lossy quantization process is preferred due to its computational sim-
plicity. The target is to end up with a maximum secret bit extraction rate and entropy. 
The number of bits that do not match between Alice and Bob to the number of bits 
extracted by the quantization process determines the bit mismatch rate. Turbo decod-
ing is then performed in order to generate a symmetric output, i.e. symmetric keys for 
Alice and Bob. Performance of the reconciliation method can be evaluated by measur-
ing the BMR and the Bit Error Rate (BER). For fair comparisons, the indexing tech-
nique was applied in conjunction with the non-reciprocity compensation technique. 
4 Information reconciliation using Turbo Codes in VANET 
The invention of turbo codes (TCs) [13] was a revival for the channel coding research 
community. The near-capacity performance of turbo codes and their suitability for 
practical implementation explain their adoption in various communication standards 
as early as the late nineties: firstly, they were chosen in the telemetry coding standard 
by the CCSDS (Consultative Committee for Space Data Systems) [24], and for the 
medium to high data rate transmissions in the third generation mobile communication 
3GPP (Third Generation Partnership Project)/UMTS (Universal Mobile Telecommu-
nications System) standard [25]. They have further been adopted as part of the Digital 
Video Broadcast - Return Channel via Satellite and Terrestrial (DVB-RCS and DVB-
RCT) links [26, 27], thus enabling broadband interactive satellite and terrestrial ser-
vices. More recently, they were also selected for the next generation of 
3GPP2/cdma2000 wireless communication systems [28] as well as for the IEEE 
802.16 standard (WiMAX) [29] intended for broadband connections over long dis-
tances. In our approach, we use TCs for reconciliation purposes in VANET environ-
ment. In section 6, simulations are run, and performance analysis is carried out. 
5 Privacy Amplification 
Masquerading or eliminating information exchanged during this process is usually 
defined as privacy amplification [30, 31]. Privacy amplification is used to transform a 
string which is only partially secret to a highly secret string usually shorter. This pro-
cess is also used to account for any information exposed during error reconciliation 
phase and ensure that eavesdroppers do not gain significant advantage to the point 
where they are able to reconstruct a significant part of the key. The Winnow protocol 
discards certain bits during error reconciliation (privacy maintenance) whereas Cas-
cade, LDPC, and TCs do not. In Cascade, the binary search must rerun on previous 
blocks, whereas for LDPC and TCs only one pass is necessary so there is no need to 
discard bits before the error reconciliation is complete. The number of bits is tracked 
and then subtracted from the final key reconciled. The last step in the key generation 
process assumes that the information extraction about the shared key used should be 
computationally expensive to adversaries. Most of the existing approaches focus on 
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different threat models and assumptions around the level of access to the channel. 
‘Trapdoor’ functions are used as means to assure a certain level of authentication and 
integrity in this process. These functions are also used as a mean to reduce the size of 
the final key and amplify any errors if hashing a reasonable copy of the key is at-
tempted, to a degree that even exhaustive search of the key space would be infeasible.  
6 Simulations results 
The authors have designed a Graphical User Interface (GUI) to run the developed 
algorithm. Fig. 3 illustrates the main KeyGen simulation with a visualization of the 
whole process towards the establishment of symmetric keys. It also illustrates samples 
for both Bob and Alice based on the parametric stochastic model introduced in this 
work generating the synthetic data for different scenarios in V2V communications. 
The algorithm currently avoids using statistical measures and it is solely based on the 
channel fading process. The parameters are fully customizable from the tools menu of 
the software demo. The GUI is not fundamental for the core algorithmic operation 
and can be omitted in real-life implementations or fabricated products. The 
thresholding scheme employed influences the number of samples discarded from both 
Alice and Bob.  The GUI output also demonstrates the number of keys established 
during the simulation and the total time required generating those keys. 
 
Fig. 3. An implementation of Alice’s and Bob’s samples.  
6.1 Key Performance Indicators 
First, the probing rate for both Alice and Bob            are considered the 
same for the purpose of channel estimates collection. The core Key Performance Indi-
cators (KPIs) of interest in our protocol up to this stage are the key generation rate, 
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the randomness of the generated bits for symmetric keys and bit mismatch rate 
(BMR). The entropy is the de-facto metric which quantifies the uncertainty of the 
generated bit string. The higher the entropy, the limited the ability to deduce a secret 
key established by Eve is. Usually, BMR is measured as a ratio of the number of bits 
that do not match between Alice and Bob to the number of bits extracted at the 
thresholding stage.  
6.2 Our methodology 
Bob’s generated sequence after quantization is fed to the input of a TC. During this 
process, a single threshold is adopted as a lossless quantization scheme with the po-
tential to substantial increase the key generation rate [32]. Turbo decoding is then 
performed in order to generate a symmetric output, i.e. symmetric keys for Alice and 
Bob. Performance of the reconciliation method can be evaluated by measuring the 
BMR and the Bit Error Rate (BER). The comparison is made against the sample in-
dexing technique already applied in our algorithm as discussed in section 1. We cal-
culated BMR by considering the discarded indexes after Alice’s and Bob’s channel 
probing. Thus, the BMR is measured as a ratio of the number of bits that do not match 
between Alice and Bob to the number of bits extracted by the adopted quantization 
process after appropriate thresholding. 
6.3 Simulation results 
In Table 1, we compute also the key generation rate for different key lengths. TCs 
are first run with a random permutation and one decoding iteration. Compared to the 
samples’ indexing method in [8], there was a significant improvement on both BMR 
and key generation rate. The BMR with single thresholding is only 0.02 whereas the 
estimated BMR with the indexing technique is around 0.22. Note that the BMR with 
the indexing technique is nearly the same for different key lengths which is coherent 
with the uniform method used by authors and algorithm presented in [8]. The key 
generation rate was also reported high considering different key lengths requested. 
For instance, the secret key rate to generate the 256-bit symmetric key is 17 good 
keys per minute with TCs while it varies from 2 to 5 symmetric keys per minute with 
the indexing technique.  
Table 1. Simulation results in secret key generation.  
 Indexing technique Turbo Codes   
Key length (bits) 128 256 512 128 256 512 
BMR 0,22 0,02   
Entropy (bits/sample) 0,85 to 0,97 0,94 to 0,99   
KGR (keys/min) 3 to 7 2 to 5 1 to 2 35  17  8  
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Then, in Table 2 we compute the key generation rate where TCs are run with an 
almost regular permutation (ARP) permutation and several decoding iterations. In-
deed, increasing the number of iterations in the TC can significantly improve the 
BER, thus generating more symmetric keys. However, a compromise should be found 
since this operation is computationally expensive and adds a delay in the process. We 
report the BER performance of the TC for the block size 5000 bits, at coding rate in 
Fig. 4. Thus, the total number of samples is 10000 bits for both Alice and Bob. For a 
signal to noise ratio SNR=0.8 dB, the simulated BER to generate a symmetric shared 
key between Alice and Bob after error reconciliation is estimated to         for the 
1
st
 iteration using TCs while the BER is         for the 4th iteration and only 
          for the 8th iteration. Note that the KGR reaches a limit and remains the 
same beyond 4 decoding iterations. In the simulations of Table 2, the maximum num-
ber of turbo decoding iterations is set to 4 iterations. As shown in Table 2, simulations 
proved also improvements for different key lengths as part of the error reconciliation 
process when TCs are used with an ARP permutation instead of a random permuta-
tion. Finally, high entropy values were obtained throughout all rounds of simulation 
during the key extraction process. Note that the higher the entropy, the limited the 
ability to deduce a secret key established by an adversary such as Eve.  
Table 2. Key generation rate with ARP permutation and different decoding iterations.  
 
 
 
 
 
Fig. 4.   BER performance of TC for a block length of 5000 bits. All simulations use the BCJR 
algorithm with 8 decoding iterations. 
 Turbo Codes   
Key length (bits) 128 256 512 
Iteration 1 36          18          9   
Iteration ≥4 39 19 9 
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In future studies, we would like to further investigate TCs for error conciliation 
purposes. We will focus on other parameters that affect the performance of TCs such 
as component decoding algorithms, generator polynomials and constraint lengths of 
the component encoders.  
7 Conclusion 
We proposed an algorithm considering the most important features in V2V com-
munication such as 3D multipath propagation and surrounding scatterers’ mobility. 
Synthetic data were generated for the purpose of a demonstration by employing the 
Monte Carlo simulation method. Simulations were run successfully by combining 
non-reciprocity compensation with turbo codes. Increasing the number of iterations in 
the TC can significantly improve the BER, thus generating more symmetric keys. 
Moreover, simulations proved improvements for different key lengths as part of the 
error reconciliation process when TCs are used with an ARP permutation instead of a 
random permutation. Compared with a sample indexing technique in the public do-
main, results have shown significant improvements for key generation rate and bit 
mismatch rate with high entropy values obtained throughout all rounds of simulation. 
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